

Strategic Framework for Implementing Unique Ocean Profile Data Tags

Abstract

A strategic framework for implementing unique ocean profile data tags is presented in this paper. 
The objective of this paper is to facilitate the concept of adapting a cyclic redundancy check (CRC) calculation for unique ocean profile data tags to improve the integrity of data captured by any data management system.

The conventional method of matching real-time and delayed-mode ocean profile data from the same original observation by positions within 5 km distance and separated in time by up to 15 minutes is not always satisfactory because of , for example, calibrations performed on the delayed mode profile. The Global Temperature and Salinity Profile Programme (GTSPP) has developed and tested an algorithm for identifying unique data tags of original ocean profile data by using a CRC calculation and successfully incorporated the CRC algorithm into its daily data processing stream.

The analyses of the CRC algorithm have been done by the US National Oceanographic Data Center since they are the agency where the real-time and delayed mode data meet. Up to mid-April 2011, the results of the analyses illustrated that 99.3% of 63,817 stations received from real-time data assembly center matched with the delayed mode data stored in the long-term archive. 
There were about less than one half of one percentage (< 0.5%) of real-time data received were multiple exact or near duplicates with CRC matched with delayed-mode data and 116 real-time data were determined not to be duplicate stations as their CRC tags did not match. GTSPP has demonstrated the effectiveness of using CRC tags as unique data identifier.

I. Introduction

One of the difficult problems faced by ocean profile data providers is to match real-time (operational) and delayed mode (non-operational) data [2] from the same original observation. The problem stems from the need to deliver data quickly to users, with a trade off in reduced quality. Typically, the real-time version has reduced vertical and measurement resolution. It also happens that there could be  uncertainties or inaccuracies in the real-time data both in positions and times as well as uncalibrated profile data. The delayed mode data, arriving some time later usually have these errors corrected and so matching real-time data to delayed mode is not simply a matter of matching ship identifier, position and time. 

To resolve the problem mentioned above, a strategy of using a cyclic redundancy check (CRC) calculation was first suggested by the Global Temperature and Salinity Profile Programme (GTSPP) (http://www.nodc.noaa.gov/GTSPP/index.html) colleagues in Australia and extensively discussed at a GTSPP meeting in Hobart, Australia, 2002.  Based upon the strategic framework discussed at the meeting, GTSPP developed and successfully incorporated the CRC algorithm into its daily data processing stream. 

This paper is organized in the following manner.  The problem statement of a 
unique data identifier (UDI) is described in section II, followed by technical approach and design philosophy in section III. The implementation strategy and preliminary results of the UDI are described in sections IV and V, respectively. General discussion and future work are given in section VI. 

II. The Problem Statement 

Most ocean profile management centers have developed software that considers detailed comparisons of individual station data when real-time and delayed mode positions are within 5 km distance and separated in time by up to 15 minutes (These are the criteria adopted by GTSPP but other centres may use different values). When these conditions are met, the detailed measurements of the profiles are compared. In an ideal case, the measurements of the real-time profile will exactly match those in the delayed mode profile to the resolution of the real-time profile. When this happens, the software reports an exact match. However, exact matches are not always made because of changes in data values as a result of calibrations performed on the delayed mode profile. Corrections can alter both the pressures or depths reported and the measurements at those levels. In this case, the software assesses the degree of similarity between the two stations and if it is high enough, alerts a technician who then must make a judgement whether or not the real-time was derived from the delayed mode or not. In most cases, where there is some uncertainty, the technician will err on the side of keeping both profiles.

Corrections are also sometimes required to the position or time. If these corrections shift the position or time outside of the 5 km, 15 minute window described above, no match will be found and the real-time and delayed mode profiles will appear to be from different originals even though they are not.

Over time, the number of stations coming in real-time and unmatched to delayed mode data will accumulate. Some of these will be because the delayed mode data has not been received, but some will be because a match was not possible even when the profiles did originate from the same observations. The archive thus has duplications that bias statistics and mistakenly reports available data. It is this problem of matching real-time to delayed mode versions of the same data that is being addressed with the unique tag.

III. The Cyclic Redundancy Check (CRC) Solution

GTSPP, a joint IOC (Intergovernmental Oceanographic Commission) and WMO (World Meteorological Organization) project to develop and maintain a global ocean Temperature-Salinity resource, tackled the development of a strategy for resolving the problem mentioned above. A solution was suggested by GTSPP’s colleagues in Australia and hinges upon the use of a cyclic redundancy check (CRC) calculation.

Calculation of a CRC is standard procedure in many communications systems used today. Any system that checks the integrity of data packets and requests retransmission if the test fails is based on a CRC calculation
. The CRC algorithm is well documented [1]. It can be used in 4, 8, 16 and 32 bit forms. In this implementation we use the 32 bit version. This results in an 8 character tag which is the hexadecimal result of the CRC calculation. In simple terms, the algorithm is provided a string of characters of any length, and it produces a result that has one chance in 232 (for the 32 bit version) of being the same as another, different input string. The solution exploits this to assign a unique identifier to the original data and allows a reliable comparison of real-time to delayed mode data. It is absolutely essential that the same input results in identical output.

IV. Implementation of the CRC Calculation

Four countries are involved in this project to evaluate the usefulness of the CRC value to provide a unique tag. Australia is involved because it is their idea and 
they already use it in checking for exact duplicates. They also contribute data from XBTs to the GTSPP both in real-time and delayed mode. Canada's Integrated Science Data Management (ISDM) agencyis involved because it receives all real-time data distributed on the GTS, carries out QC and duplicates checking and then sends the real-time data to the US NODC for archiving for GTSPP. The US Shipboard Environmental (data) Acquisition System (SEAS) program (http://www.aoml.noaa.gov/phod/goos/seas/index.php ) is involved as they are the single largest contributor of XBT data to the GTS and to the GTSPP. The US NODC is involved as the archive centre that accepts real-time data coming through Canada and needs to match these to the delayed mode data arriving from varied sources. Finally, France has expressed interest to use the same mechanism for data prepared by France. The original version was coded by Australia and the code was given to other partners.

To work, the CRC calculation must be attached to the original profile that eventually arrives in delayed mode, but also be derivable from or carried with the real-time data that are received quickly. Figure 1 illustrates the flow chart of the CRC approach works. Details of the SEAS?? 
implementation are provided below and protrayed in figure 1. 

STAGE 1:  XBT data are taken at sea. After an XBT profile is collected it must be prepared for submission to both the Global Telecommunication System (GTS) (as a 
BATHY message) and to the archive centres, US National Oceanographic Data Center (NODC) .  

STAGE 2: Two records from the XBT data are created. The first one is called the “Complete Message” (CM) and the other is called the “Best Message” (BM)

In the SEAS implementation, CM is the XBT data stored on board the computer on the ship with a unique identifier created by the SEAS program with their own algorithm (call this the SEAS_ID). The SEAS software allows CM data to be sent ashore to a delayed-mode data assembly center (AOML) in full resolution, then builds two real-time messages as described below to be sent to the GTS and to the GTSPP long-term archive center (US NODC).

STAGE 3: Two real-time messages are generated from 
BM: (1) the BATHY message and (2) the “Real-Time Archive Message” (RTAM).

BATHY Message: The shore station constructs the BATHY message. The BATHY (or TESAC when CTDs are used to collect salinity data as well as temperature
) message is sent to the Global Telecommunication System (GTS) and received by ISDM who are responsible for managing the real-time data for GTSPP. Because the BATHY code form has no place to transmit the CRC value, a real time data assembly center  has to be able to derive the CRC value from the BATHY message itself.

At ISDM, the same CRC calculation is made on the same portion of the message used to create the CRC value as constructed for the RTAM. The result is the same as originally calculated as long as there has been no corruption of the message in GTS transmission. ISDM carries out QC on the real-time data, attaches the CRC they calculate and forwards these data to the US NODC. Note that in some cases, the position, time, ship identifier, sometimes even profile data, may be altered by ISDM as a result of quality control. In this case, the contents of the data received at ISDM may be altered, but the CRC tag is not.

Real-Time Archive Message: The XBT data also come ashore with the SEAS_ID. The shore station constructs the BATHY message and using the contents of the BATHY (all characters including white spaces following the 8888k1 group of section 2 up to and including the = sign following the call sign at the end of the message) as input to the CRC routine. (For a TESAC the CRC routine uses all characters after the 888k1k2 up to and including the = sign). Readers should consult the appendix for an example of how the input message is used.The resulting 32 bit integer is converted to an 8 character hexadecimal number and this is attached to the original data as the CRC tag. The data that have come ashore, with the SEAS_ID and CRC tag are sent to the US NODC.

At this point, the US NODC has the real-time data from ISDM with quality control and the CRC tag. They also have received the XBT data that came ashore with no QC and with a CRC tag and the SEAS_ID. 
When the CRC tags match between the data received from ISDM and the data received from SEAS. Later, the delayed mode version of the data arrives with a SEAS_ID. NODC compares the SEAS_ID to that stored in the real-time archive to make a definitive match between the full resolution delayed mode XBT data and the real-time data sent over the GTS.

There are three rules that must be obeyed.

1. There is agreement on input to the CRC algorithm

2. The CRC tag is only generated one time and once
 generated it is never altered

3. All data exchanges include the CRC tag

V. Results

The analyses have been done by the US NODC since they are the agency where the real-time and delayed mode data meet. The match types are listed in Table 1.

Table 1 Description of matching real-time and delayed mode data

	Match Types
	Descriptions

	A
	Match by CRC and Exact match by Time and Position

	B
	Match by CRC and Inexact match by Time and Position

	C
	Match by CRC and No match by Time and Position

	D
	CRC present, but no CRC match; Exact match by Time and Position

	E
	CRC present, but no CRC match; Inexact match by Time and Position

	Z
	CRC present, but unmatched to data received from ISDM

	M-A
	Multiple matches of Type A (A plus A, B, or C)

	M-B
	Multiple matches of Type B (B plus B or C)

	CCC
	Multiple matches of Type C (Three C matches)


Up to mid April, 2011, NODC has received 67,886 stations from  the SEAS program, with CRCs and SEAS_IDs. In examining the data they found the following results.

Match Type A: 57729 stations (85%) received from SEAS and received from ISDM had identical CRC tags and were also identified as duplicates (exact match by time and position) using conventional software methods. 

Match Type B: 5570 stations (8%) received from SEAS and received from ISDM had identical CRC tags and were also identified as near duplicates by aninexact match of positions within 5 km distance and separated in time by up to 15 minutes.

Match Type C: 84 stations were found with matching CRC tags but with no match using conventional software techniques (stations within 15 minutes in time and 5 km in distance).

Match Type D: 103 stations were matched as exact duplicates by conventional software methods 
but did not match with the CRC tags. In the end 
these were determined not to be duplicate stations.

Match Type E: 13 stations were matched as near duplicates by conventional software methods but did not match with the CRC tags. In the end these were determined not to be duplicate stations.

Match Type Z: 4,069 stations (6%) were received from SEAS that were unmatched to data received from ISDM. It was determined that ISDM received no real-time data for these stations.

VI. General Discussion

The results above illustrate some of the variations that turn up when comparing data from two sources. The CRC calculation did match about 93% of stations received from SEAS and ISDM. There were 116 stations (< 0.2%) of Match Types D and E  received from ISDM were identified to be exact or near duplicates by conventional software techniques, but they were determined not to be duplicate stations as their CRC did not match. For various reasons, data (real-time archive message) received in delayed mode (from the SEAS program directly) were never sent in real-time and so should not be matched to real-time records (Match Type Z). As well, through some reprocessing, the same data arrived twice in delayed mode, though it was only sent once in real-time. There were still 268 stations of multiple A matches (262 of type AA) would be worth investigating.  

VII. Conclusion

In all cases where duplicate profiles were not identified using the CRC tag, there are good reasons for this. In every case, it has been software or handling error that caused the problem, not something related to the CRC calculation or implementation scheme.

With that explained, the results are very encouraging. It can be said that the CRC tag has performed without flaw. No profiles were identified through the CRC tag as duplicates that were not, and no profiles that were duplicates were identified by the CRC tag as being different. Of interest is that if conventional software methods were relied on, 116 stations would have been identified as duplicates when they were not.

We will continue to monitor the usefulness of the CRC tag to identify duplicates. However, the results to date are very satisfactory. It is clear, though, that care must be taken to ensure software and processing procedures are carefully carried out. 



The other one is to identify duplicates in the archives, which contain data never disseminated in real-time and might be acquired from various data sources.

On the other hand, the historical data, also known as data not being distributed in near real-time, might have undergone different levels of quality control procedures and (re-)distributed by various centers of data without carrying enough metadata information.  The discrepancy of lacking data tags causes data users  difficulties to identify the original source of the data, while removing duplicates from their data management systems.

At this point in time (2011), Australia and France have implemented all components as needed. There are several problems still present in the creation and submission of data with the CRC value and possibly some problems still in the match process. So, the only comparisons possible are based on SEAS data.
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APPENDIX: How to compute the CRC on a WMO FM63 Coded Profile

1. To compute the CRC for the profile in Figure 2, first 
tokenize the string to eliminate all white space, control characters and the equals sign. In the main routine, each token is added to a vector of strings as depicted in Figure 3.

2. 
This is to ensure we are only dealing with the data in the bulletin without regard for how the bulletin may have been modified in transit. For example, if a bulletin was created on a Windows computer and rewritten on a UNIX computer, there is the potential of bulletin alteration due to the control characters.

3. Reassemble the bulletin by appending to an empty string the first token after having inserted a space character before it. Continue to append the remaining tokens to the string inserting a space before each token. After appending the last token, append an equal’s sign to the string. Do not prepend a space character here. The equals sign should be adjacent to the call sign.

4. Find the 8888 group (or 888 in the case of a TESAC) in the string and take all characters following this group as shown in Figure 4 beginning with the space following 88887 token. Invoke the calc_crc32 routine with this string and the string length which for this profile is 2755 characters. The calc_crc32 returns an unsigned long with the hexadecimal value of 5F3BA9DB.
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Figure 1 Schematic diagram of the Cyclical Redundancy Check (CRC) 
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Figure 2 WMO FM63 coded profile (Courtesy of Paul Chinn)
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Figure 3 Vector of tokens from the profile (Courtesy of Paul Chinn)
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Figure 4 WMO FM63 coded profile (Courtesy of Paul Chinn)
�I think this could be said more simply. So “This paper describes how a cyclic redundancy check (CRC) algorithm can be used to generate unique identifiers for ocean profile data. In so doing it assists in controlling exact and near duplicate data.”.


�I am not clear what this sentence is saying. Are you saying <.5% of real-time data were matched using the CRC with delayed mode? Also did you find 116 that were matched by position and time, but not CRC and these proved not to be matches? Perhaps these two figures should be split into 2 separate sentences. Also if you are using the actual number (116) why not use the number in the other sentence instead of saying <0.5%? No harm in putting the % figure in brackets. Can you make a simple statement such as “The CRC was able to resolve N possible duplicates of the 63,817 profiles examined.”?


�This term is introduced here and then only used once more. In other places you use the term unique tag or variants of it. Either use UDI consistently or drop this term.


�CRC is the most popular but there are alternatives, a simple checksum (MD5) or a parity check, for example.


�Do we have any documentation about how they use/implement it? If so, would a reference to the document improve this paper?


�Figure 1 shows the dataflow for SEAS profiles. I understand it doesn’t apply to other centers collecting XBT data.


�I would pull this figure out of the appendix to make it part of the document itself.


�I have not yet read to the end. However, we are quickly moving to the use of BUFR for XBT and other data. I would suggest a section at the end that discusses how the CRC may be used when all data travel in BUFR.


�Figure 1 doesn’t show this for CM messages.


�The box for Stage 3 in the figure uses “MB”. I assume this should be “BM”.


�I understand France is still encoding all their XBT data as TESAC bulletins by default.


�This sentence is missing something. Did you mean to use the word “when”? If so when they match what happens? Do you mean then the tag is compared?


�Maybe this statement should be edited as ISDM computes the CRC from a BATHY message that was already used to compute the CRC before transmitted to the GTS. In addition, there were some profiles in the past with wrong CRC included in the NDC messages that needed to be recomputed.


�Maybe conventional software methods should also use the XBT type and/or recorder and/or a statistical description of the profile? 


�None of these?


�Do you have the callsigns? Maybe they are part of  FRE experiments and/or 2 consecutive (less than 15 minutes&5km apart) XBT drops. This paragraph could include a short explanation.


�This is a completely different issue. If you want to raise it at all, I suggest it be placed in another section that deals with other ways CRC may be used.


�AS Bob commented earlier, CRC and migration to BUFR could be mentioned. 


�Do you feel strongly enough to advocate for wider adoption by other centres encoding real-time data? It would seem that the evidence here demonstrates the utility of the unique tag.





Second, I would like to see another section that suggests how use of CRC can be applied to modern delayed mode data coming to archives. We have implemented such a scheme in Canada though I am not sure that it has been exploited.





The reason for including these two points is to look ahead to use of CRC tags in BUFR messages as well as to step into consideration of future issues. It should provoke people.


�I would suggest using another word than “tokenize”. This says nothing to me, and perhaps will mean nothing to many other readers.


�I assume “this” refers to tokenizing. This needs to be more clearly written.
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